Abstract -Software cost estimation (SCE) has been an important but difficult task since the beginning of the computer era. It considers list of parameters to estimate accurately the software cost. However, security cost is always excluded in most of the parametric cost estimation models. It is because of the security aspect is normally considered late in the software development. To overcome this problem, we proposed an enhancement to one of the parametric estimation models, which is Function Point Analysis (FPA), to address the security concerns. The enhancement suggests potential software security characteristics during system development life cycle (SDLC). These characteristics are then integrated into FPA calculation to encounter the security cost estimation. This paper also points to the validation of a survey findings and calibration of the FPA calculation.
I. INTRODUCTION
Software cost estimation (SCE) is a complex activity that requires knowledge of a number of key attributes about the project for which the estimate is being constructed [1] . It has been an important but difficult task since the beginning of the computer era in the 1940s [1] . SCE can be vary depends on different models. But most of the cost estimation models do not consider the costs that invoke security while developing software [10] . It is because security is often an afterthought when developing software and is often bolted on late in development or even during deployment or maintenance [10] . Nevertheless, secure software development has gained momentum. Software houses are now keen to produce secure software as requested by customers' desire with respect to security and quality of their products [11] . Engineering security will substantially raise software cost and there has been wide variation in the amount of added cost estimated by different models [13] [15] . Due to the insufficiency of parametric software cost estimation models in security concerns and the desire of software houses in producing secure software, there is a need to include the security cost during the software cost estimation. To estimate the security cost, we have proposed a software security characteristics formulation [9] . These characteristics are then integrated to FPA to become one of the General System Characteristics (GSCs).
II. METHODOLOGY

A. Security Review on Parametric Estimation Models
Several parametric estimation models have been evaluated from the security viewpoint [9] . The models include Albrecht's Function Point Analysis (FPA), [3] [19] . It reveals how existing models addressed security and found them deficient [9] . References [13] , [15] and [16] have shared the same idea. According to [16] , many commercial firms are interested in determining how the costs of implementing different security strategies. They also extended COCOMO II to COSECMO [13] and considered industry practices with security respects [15] . From these reviews, we believe that the existing parametric estimation models unable to estimate the security cost in the software cost estimation.
B. Security Characteristics Derivation
To develop meaningful security characteristics, the relative importance of these characteristics needs to be established, along with some understanding as to why certain characteristics are perceived to be more important than others [7] [12] . Based on the meta-data analysis [9] and supporting studies [12] [13] [15] [16], a software security characteristics formulation has been proposed.
Four security standards are analyzed to produce this formulation [9] . These standards include Information Technology Security Cost Estimation Guide [20] , Common Criteria for Information Technology Security Evaluation [21] , Open Web Application Security Project [22] , and Control Objectives for Information and related Technology [23] . These common standards are chosen based on the literature reviews.
The security aspects are prearranged into five phases as in Table 1 . There are Plan (P), Design (D), Code (C), Test (T) and Deploy (E). In each phase, there are interrelated security aspects.
Each security aspect considers the related software security characteristics. From the reviews, there are 48 security characteristics [9] (see Table 2 ).
These characteristics are arranged according to the respective security aspects. They will be the characteristics to be considered whenever the software developers want to estimate for the security cost. These characteristics are integrated in existing FPA as GSC. 
Software Security Characteristics for Function Point Analysis
C. Measurement Instrument Setting
The proposed software security characteristics might or might not involve during the real world practices of SDLC in SCE. In response, we hypothesized that H 0 : µ security ≥ µ m where µ security = Software security characteristics from meta-data analysis µ m = Malaysian software developers' awareness towards the listed security characteristics.
A survey has been conducted to test the proposed hypothesis [8] . The result indicates the extent of software security characteristics implemented in Malaysia software developers. To validate the formulation with current developers' practices, a questionnaire has been setup as measurement instrument. The security characteristics are transformed into questions (refer as items in RASCH) that scale from 1 to 4 to indicate the degree of importance. The sample unit is the respondents that representing Multimedia Super Corridor (MSC) software houses and directly involved in software development related works.
The results [8] from the survey were tabulated and run in Winsteps, RASCH [4] analysis software, to obtain the logit values. It helps to obtain the relative importance for the security characteristics to enhance the FPA model.
D. Review on Function Point Analysis for Enhancement Possibility
Function Point Analysis (FPA) [3] [14] consists of two main parts in the measurement. First part is five components; include External Inputs (EI), External Outputs (EO), External Inquires (EQ), Internal Logical Files (ILF) and External Interface Files (ELF). These components are evaluated by complexity weights to produce Unadjusted Function Point (UAF). The second part is 14 General System Characteristics (GSCs) that measured from 0 to 5 nominal scales. These characteristics contribute to Value Adjusted Factor (VAF). Based on the Function Point Analysis Training Course by [24] , the final function point count is obtained by multiplying the VAF times the Unadjusted Function Point (UAF). The standard equation for estimation is:
FP = UAF * VAF
(1) where UAF = Unadjusted Function Point VAF = Value Adjusted Factor
As mentioned, the total number of UAF is accumulated from five components as in (2) . The simplified equation is as follows:
The weights are assigned to each component based on transactional and data function types. For VAF, it is calculated from the summation of 14 GSCs as in (3) .
where Ci = degree of influence for each Genaral System Characteristic i = is from 1 to 14 representing each GSC Σ = is summation of all 14 GSCs. From the literature [8] [9], we strongly recommended that security can be treated as one of the general system characteristics in the current real world application estimation. Therefore, we proposed considering security as individual characteristic in GSCs in FPA model. However, this proposed enhancement is still need to be proven.
We have initiated an effort to validate experimentally that the model can predicts the impact of added security cost. This experiment can calibrate the model to collect and analyze the actual impact of security characteristics.
III. RESULTS
A. Survey Results
1) Person Measure Summary Statistics:
The major finding is the Person Mean, µ person = 1.59logit, hence person awareness of the security characteristics is positive, which above the item mean. The person reliability is excellent, which is 0.97.
2) Item Measure Summary Statistics: The Item Summary gives poor separation, G=1.08 and poor Reliability = 0.54, which is lower than threshold 0.67. However, it has good item spread of 3.74logit with SD i = 0.70. It requires review on the both end of very difficult and very easy items, which shows a hollow area need to be patched up. In this analysis, items are referred to security characteristics. Therefore, most of the security characteristics (N=19) are basically implemented by all the respondents. This number is used in the score in GSC.
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3) Person-Item Distribution Map:
The analysis reveals a person spread of 5.52logit with good separation, G=3.64 and excellent Reliability of Cronbach-α = 0.97, which means the survey outcome is acceptable due to Cronbach-α is greater than 0.67.
From the calculations and results [8] , generally the respondents have high level of awareness in implementing security characteristics throughout SDLC; µ person of 83.06%, which is higher than 60% threshold limit. Hereby, the Person Mean, µ person = 1.59 ≥ 0.00, with significant of p=0.05. Therefore, the H 0 is accepted. It means the proposed security characteristics are valid, relevant and implemented by the software houses as current practices in Malaysia.
B. Security Enhancements for FPA
After analyzing the results [8] , we intended to increase another General System Characteristic for security concern. The enhancement for VAF is proposed to do some modification on (3) and produce the following equation.
where Ci = degree of influence for each Genaral System Characteristic i = is from 1 to 14 representing each GSC Σ = is summation of all 14 GSCs Security = Degree of Influence for Security Characteristics.
For ease of giving degree of influence, we listed the security characteristics (see Table 2 ). The user can identify the number of characteristics that might take into consideration during development. The number will indicate the score for degree of influence. Table 2 and  Table 3 will be the additional characteristic sheet for GSCs in FPA model. The basic and common implementation is normally given score 3 in GSCs. Therefore, 20 items and above will get 3 as degree of influence. Based on the Measure Order of Difficulty for the items [8] , the suggested score is as below. 
IV. DISCUSSION
The proposed software security characteristics are treated as items in RASCH analysis method. This analysis method has validated the items (refer to security characteristics) that practiced by the software houses in Malaysia. Therefore, the item validity from the RASCH method has supported the acceptance of security characteristics. However, the proposed enhancement on FPA model is currently transformed as online estimation tool and still in progress of testing. This tool needs to collect data through controlled experiments and verifies the proposed enhancement of FPA model.
V. CONCLUSION
The importance of estimating security cost is highlighted in few studies. In response, we proposed an enhancement on FPA model to encounter the security Meta-data analysis on software security characteristics has produced the software security formulation. This formulation is then transformed as items in a measurement instrument. The result of the survey was tabulated and analyzed by using RASCH analysis method. This method verifies the person and item validity. The result of analysis supported the hypothesis that the formulation is valid, relevant and currently implemented by the software houses. These proposed security characteristics are integrated as one of the GSCs in FPA model. It proposed an addition sheet of GSCs with responsive degree of influences. However, the results of the calculations still need to be verified through experiments. Online estimating tool has be setup to collect data for further verification purpose. ACKNOWLEDGMENT N. A. S. Abdullah thanks The Ministry of Higher Education Malaysia and Universiti Teknologi MARA for giving financial support and scholarship for this study.
